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Cyber Security Checklist
Cyber security needs to be a priority for accounting professionals. As you deal with sensitive identity information that could be used for fraud, it is imperative that you have systems in place to ensure a minimum standard of security is maintained, both for the protection of your clients and the security of your personal information.

As your client list grows and your practice becomes more complex with technology and staff, you will need to upgrade your security procedures to maintain minimum standards of cyber security.
Cyber attacks commonly originate from people known to the business. This includes current and former employees, associates, advisors and suppliers. 
Proper cyber protections, good procedures and up to date hardware and software will reduce the possibility of being compromised by cyber threats.

	Security Task 
	Action Required

	Use an encrypted password protector that can generate complex passwords.
	

	Set operating systems and apps to update automatically to reduce system security risks.
	

	Use virus and malware protection technology on all devices.
	

	Use two factor authentication whenever available.
	

	Use an encrypted digital signature provider.
	

	Keep a log of all users with access to your systems and limit access to the level that is required to do the job, no higher.
	

	Limit who has administrator level access
	

	Ensure all individuals use unique login credentials
	

	Educate staff about cyber security.
	

	Back up your devices to a hard drive and secure online storage. Regularly test your backups.
	

	Keep up to date with potential scams and threats
Australian Cyber Security Centre
	

	Review the Australian Privacy Principles and update your policies if needed. Add privacy information to your website.
	

	Engage an IT expert to test your systems and review for security threats.
	

	Use a secure file sharing system for documents that contain sensitive information.
	

	Don’t use public WIFI services when accessing confidential information or client files. Use a secure virtual private network (VPN).
	

	Complete the Cyber Security Assessment Tool for recommendations on priorities to implement.
	

	Always conduct identity verification checks on potential clients. 
ATO – Proof of identity checks
TPB – Proof of identity requirements for client verification
	

	Check your professional indemnity insurance and consider taking out cyber insurance.

AB Phillips Cyber and Privacy Protection Insurance
	

	Always sign out correctly from an app.
	

	Check if your email and phone numbers have been affected by a data breach.
	



